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College-Side Single Sign On 

 with OCLC 

Frequently Asked Questions 

 

Prepared by the Ontario Colleges Library Service 

1. What is college-side single sign on? 

A.  Single Sign On or SSO can be implemented by the college (college-side) as a way of enabling 

access to college-owned or college-subscribed resources by students in a way that they only 

need to sign in once to access all the permitted resources. This can also include library 

resources that are available through EZproxy. There is also vendor-side SSO whereby a 

vendor will have enabled an SSO protocol that can connect directly with the college-side 

SSO.  

 

2. What is the risk to exposure of college patron data through this process? 

A. No college patron data is exposed to the proxy server or any component of the vendor 

resource site. It is held entirely within the college domain. 

 

3. Can you describe the connectivity process that occurs when a student tries to connect to a 

resource? 

A. Below is how we expect the process to work: 

a. Student clicks on a link to a resource on the college library website; 

b. The link connects to the OCLS Remote Access server and is immediately redirected 

to the hosted proxy server; 

c. The proxy server launches the college’s SSO login page; student logs in; 

d. Upon successful authentication, the proxy server opens a connection to the 

resource provider and student is provided with access to the resource. 

 

4. What SSO protocols does EZproxy support? 

A. EZproxy supports a number of SSO protocols including but not limited to SAML (Security 

Assertion Markup Language) such as Shibboleth, ADFS (Active Directory Federation 

Services), Azure and Open Athens. It also supports CAS (Central Authentication Service); if 

you are using an SSO authentication protocol other than the ones listed above please 

contact OCLS as soon as possible. 
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5. What time commitment is required by the college? 

A. There are 2 meetings that will involve college staff, including library and IT personnel. Other 

than that, connectivity setup is straightforward and fast. 

 

6. How do I get started in implementing SSO? 

A.   To begin the process contact Stacey Boileau (sboileau@ocls.ca) to discuss interest and plan 

 

7. What role does the EZproxy SSO protocol assume in this process? 

A. OCLC will assume the role of Service Provider (SP) and the college SSO will assume the role 

of Identity Provider (IdP). 

 

8. Will there be any conflict with current services of the college? 

A. No, the use of an SSO protocol by EZproxy will not interfere with any current services 

provided by the college. 

 

9. What information does the college need to provide OCLS? 

A. The information needed depends on the type of protocol the college decides to use.  

a. For CAS: 

i. CAS login URL  

ii. CAS ServiceValidate URL  

iii. CAS testing account (un/pw) 

b. For SAML: 

i. College metadata file or URL 

ii. Un and pw to test and confirm  

iii. Release an attribute for the user for logging purposes 

iv. Name of the attribute (e.g., uid, NameID, userPrincipalName 

 

10. What information does the college need from OCLS : 

A. CAS set up: 

a. https://COLLEGE.idm.oclc.org 

b. https://login.COLLEGE.idm.oclc.org 

c. http://COLLEGE.idm.oclc.org 

d. http://login.COLLEGE.idm.oclc.org 

B. SAML set up: 

a. EZproxy metadata file to configure locally. 

b. If using ADF please see these steps to Create a Relying Party Trust 

c. Please contact OCLS regarding any other version of SAML or any other SSO protocol. 

 

11. Does the college need a SSO test environment? 

A. No, an SSO testing environment is not essential. It would make setup and confirmation of 

the connectivity easier but it is possible to complete the setup and testing in a live SSO 

environment.  
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12. Is the college required to change the links prior to project Go Live point? 

A. No, Links to resources on the college website will remain the same. 

 

 


